CRM Security MS

e Release 1.8.0
e Release 1.9.0
e Release 1.10.0

e Release 1.11.0

e Release 1.12.0

e Release 1.13.0

e Release 1.14.0




Release 1.8.0

« WICORE-539 - Found column change to Vulnerabilities

- WICORE-626 - Bulk Selection for Reports

o A new checkbox column has been added to the leftmost side of the reports table,
allowing multiple reports to be selected and updated in bulk where applicable.

- WICORE-584 - Added Day & Time to "Created" Column

o The "Created" column now displays both the date and time.

- WICORE-575 - Malware Reports: Filters & Sorting

o Improved filtering and sorting, including a new found/not found status filter for
malware reports.

- WICORE-573 - Updated Project Column Position

o Adjusted the position of the Project column in several Security MS tables for better
visibility.

- WICORE-608 - Expanded "Close" Drawers in Incident
Reports

o The Close drawer in Incident Reports has been widened, and internal content has
been repositioned for better readability.



Release 1.9.0

Features:

- WICORE-671 - Migrated Logger to Winston

o The logging system has been updated to use Winston, improving log handling.

- WICORE-781 - Snyk Fix for 20 Vulnerabilities (Security MS
uUl)

o Addressed 20 security vulnerabilities in the Security Microservice Ul using
Snyk.

- WICORE-732 - Snyk Fix for 12 Vulnerabilities (Facade)

o Resolved 12 vulnerabilities in the Facade layer to improve security.

- WICORE-693 - Updated Violation Reports Form

o The Violation Reports form has been modified for better usability and
structure.

- WICORE-692 - Kanban Board for Violation Reports

o Introduced a Kanban board approach for managing Violation Reports, making
tracking and processing more intuitive.

- WICORE-820 - Widen View Drawer in Completed State
(Security MS)

o Increased the width of the view drawer in the completed state of the Security MS
module for better readability and layout.

Bugfixes:

- WICORE-797 - Fixed Image Uploads in TinyMCE Editors

o Resolved an issue where images uploaded via TinyMCE editors in the Security
microservice were not being sent to the server, causing errors. Images now upload
and display correctly.



- WICORE-706 - Improved HTML Rendering in Incident
Report Drawer

o Fixed incorrect display of HTML tags in the Security view drawer by rendering
content using dangerouslySetinnerHTML , ensuring proper formatting and readability.

- WICORE-859 - Violation Reports: Entities Not Displaying
in Table

o Fixed an issue where violation report entries were not appearing in the table despite
being present in the backend.

- WICORE-858 - Violation Reports: Check Sorting

o Improved and corrected sorting functionality within the violation reports table to
ensure proper ordering of data.

- WICORE-830 - Violation Reports: Create/Edit Drawer
Display Issue

o Resolved a problem where the Create/Edit drawer was not opening correctly in the
Violation Reports module.



Release 1.10.0

Features:

- WICORE-898 - Penetration Reports: View Drawer on
Name Click

o Clicking on a report name in the Penetration Reports module now opens a drawer
with report details.

- WICORE-894 - Open Drawers on Title/Name Click

o In the Violation Reports and Incident Reports modules, clicking the Title or Name
now opens a detailed drawer.

« WICORE-893 - Link Penetration Events to Violation
Reports

o Violation Reports can now be linked to penetration events. A collapsible list in
Penetration Reports shows associated violation entities.

- WICORE-892 - Allow Deletion of Violation Reports

o Users can now delete violation reports.

- WICORE-891 - Update Layout of Incident Report View
Form

o Field labels are now displayed above each field instead of beside them.

- WICORE-890 - Wider Drawers in Security Modules

o All drawers are now expanded to use 50% of the screen width for better readability.

« WICORE-889 - SLA Field Locked After Creation

o The SLA field in incident reports becomes non-editable after report creation.

« WICORE-888 - SLA Field Visual Status

o The SLA field turns red if the deadline is past; otherwise, it remains styled like
regular fields.



« WICORE-887 - Remove Penetration Field from Incident
Reports

o The Penetration field has been removed from the Incident Reports module.

- WICORE-886 - Allow Deletion of Incident Reports

o Users can now delete incident reports.

Bugfixes:

- WICORE-861 - Fix Search Functionality in Violation
Reports

o The search input in the Violation Reports module now works correctly.



Release 1.11.0

Features:

- WICORE-1063 - Malware Reports: Combine "Server
Name", "Scan Type", and "Status" Fields into One Row

o Ul improvement in the Malware Reports module: the fields "Server Name", "Scan
Type", and "Status" are now displayed inline in a single row for a more compact and
user-friendly layout.

- WICORE-1062 - Malware Reports: Expand Text Area Field

o The text area field in Malware Reports has been increased in height to allow users to
view the full content without the need for scrolling or resizing the field.

Bugfixes:

- WICORE-1061 - Incident Reports: View Drawer Field
Issues & Enable Edit After Completion

o Fixed layout and rendering issues in the view drawer of the Incident Reports module.
Additionally, users can now edit completed reports by clicking the edit icon, allowing
post-submission corrections when necessary.

« WICORE-1060 - Remove “Lesson Learned” Column from
Incident Reports Table

o The "Lesson Learned" column has been removed from the main table view in the
Incident Reports module to reduce clutter and focus on more relevant information.

« WICORE-1059 - Check Column Overflow for Names and
Titles

o Standardized column widths across all reports to prevent overflow issues. Fields
containing names and titles will now wrap or truncate gracefully to maintain clean
layouts.

- WICORE-1056 - Fix Sorting Logic in Severity Column



o Corrected the sorting behavior of the “Severity” column across reports, which
previously did not sort values as expected (e.qg., by severity level order).

- WICORE-1055 - SLI Field Marked as Required

o The SLI (Service Level Indicator) field is now visibly marked as required in all
applicable forms, ensuring users don’t skip this critical field during data entry.

« WICORE-1054 - Add Translations for VCSSv3 in Violation
Reports Module

o Introduced translations for all VCSSv3-related elements in the create, edit, and view
drawers of the Violation Reports module to improve localization support.

- WICORE-975 - Violation Reports: Summary Not Required
for Status Change

o Improved UX logic so that when users update only the status of a violation report
during editing, the "Summary" field is no longer required unless changes to the
report content are made.

- WICORE-895 - SLA in Violation Reports

o Introduced proper handling and visual display for SLA (Service Level Agreement) in
Violation Reports. SLA deadlines are now more clearly shown and managed.



Release 1.12.0

Bugfixes:

e WICORE-1161 - Issue with tineMCE in Security MS



Release 1.13.0

No changes



Release 1.14.0

Features:

e WICORE-710 - CRM Tables: highlight a row on focus
e WICORE-1204 - Change text to make the message unclear
e WICORE-1147 - Ability to upload PDF of resolved incident report



